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(c) Pre-examination searches were made of U.S. issued patents, including 
a classification search and a foreign patent database search. The searches were performed on 
or around June 17, 2005, and were conducted by a professional search firm, Mattingly, 
Stanger Malur & Brundidge, P.C. The classification search covered Class 707 (subclasses 1, 
8, 9, 10, and 100), Class 709 (subclasses 217, 225, 226, and 229), Class 710 (subclass 200), 
Class 711 (subclasses 100, 114, 148, and 152), Class 713 (subclasses 200 and 201), and Class 
714 (subclass 6). Because of the large size of these subclasses, keywords were used to 
narrow of number of documents returned. The foreign patent database search was conducted 
using Espacenet database and Japanese patent database. 

(d) The following references, copies of which are attached herewith, are 
deemed most closely related to the subject matter encompassed by the claims: 



(1) 


U.S. Patent No. 5,551,046; 


(2) 


U.S. Patent No. 5,832,484; 


(3) 


U.S. Patent No. 5,933,824; 


(4) 


U.S. Patent No. 6,151,659; 


(5) 


U.S. Patent No. 6,268,850 Bl; 


(6) 


U.S. Patent No. 6,499,058 Bl; 


(7) 


U.S. Patent Publication No. 2003/0182285 Al; 


(8) 


U.S. Patent Publication No. 2003/0187860 Al;and 


(9) 


Japanese Patent Publication No. JP 2000-148714. 



(e) Set forth below is a detailed discussion of references which points out 
with particularity how the claimed subject matter is distinguishable over the references. 

A. Claimed Embodiments of the Present Invention 

The claimed embodiments relate to management of a storage system having a 
plurality of storage volumes and, more particularly, to managing a virtualized storage 
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subsystem in such a way that the attributes of both virtual and internal volumes may be 
managed on the virtualized storage subsystem. 

Independent claim 1 recites a first storage subsystem to be coupled to an 
external device. The first storage subsystem comprises a first storage volume configured by 
at least one of first storage devices in the first storage subsystem; a second storage volume 
configured by at least one of second storage devices in a second storage subsystem coupled to 
the first storage subsystem; and a controller configured to manage the first storage volume 
and the second storage volume as a virtual volume. The controller issues a lock request to the 
second storage subsystem when the controller receives a request from the external device to 
change an attribute of the second storage volume to write protect state. 

Independent claim 5 recites a method for managing a storage system, 
comprising presenting a plurality of storage volumes to a host via a first storage subsystem, 
the plurality of storage volumes including a first storage volume that maps to a storage area 
within the first storage subsystem and a second storage volume that maps to a storage area 
within a second storage subsystem that is different from the first storage subsystem; receiving 
at the first storage subsystem a first request from the host to modify an attribute of a target 
storage volume, the target storage volume being one of the plurality of storage volumes 
presented to the host; and sending a second request from the first storage subsystem to the 
second storage subsystem if the target volume is determined to be the second storage volume, 
the second request being a request to modify the attribute of the target volume. 

Independent claim 16 recites a computer readable medium including a 
computer program for managing a storage subsystem. The computer program comprises 
code for presenting a plurality of storage volumes to a host via a first storage subsystem, the 
plurality of storage volumes including a first storage volume that maps to a storage area 
within the first storage subsystem and a second storage volume that maps to a storage area 
within a second storage subsystem that is different from the first storage subsystem; code for 
receiving at the first storage subsystem a first request from the host to modify an attribute of a 
target storage volume, the target storage volume being one of the plurality of storage volumes 
presented to the host; and code for sending a second request from the first storage subsystem 
to the second storage subsystem if the target volume is determined to be the second storage 
volume, the second request being a request to modify the attribute of the target volume. 
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Independent claim 18 recites a first storage subsystem coupled to a second 
storage subsystem, which stores data written by a host device, the second storage subsystem 
presenting at least one storage volume as a storage resource to the first storage subsystem, the 
first storage subsystem presenting at least one virtual volume as a storage resource to the host 
device. The first storage subsystem comprises a first storage volume configured by at least 
one of first storage devices in the first storage subsystem; and a controller being configured to 
manage the first storage volume and a second storage volume configured by at least one of 
second storage devices in the second storage subsystem as the at least one virtual volume; 
wherein the controller issues a lock request to the second storage subsystem when the 
controller receives a request from the host device to change an attribute of the second storage 
volume to write protect state. 

One of the benefits that may be derived is that attributes of the storage 
resources of another storage subsystem can be controlled in a storage virtualization scenario. 

B. Discussion of the References 

1. U.S. Patent No. 5.551.046 

The patent to Mohan et al., US 5551046, discloses a method for non- 
hierarchical lock management in a multi-system shared data environment. In a combination 
of multiple concurrently-executing database management systems which share data storage 
resources, efficient lock processing for shared data is implemented by hiding from a global 
lock manager the distinction between transaction-interest and cache-interest locks that are 
processed at the DBMS level. The local lock manager of a DBMS, in response to a request 
for either type of lock, may issue a request to the global lock manager for a system-level lock 
without disclosing to the global lock manager the type of lock requested of the local lock 
manager. After receipt of the system level lock, the local lock manager can grant either 
transaction or cache interest locks locally on a data resource if the combined mode of locally- 
held locks on that data resource is greater than or equal to the requested mode. 

Each lock manager maintains a lock table. FIG. 3 illustrates a global lock 
manager lock table 70 and local lock manager tables 80 and 81 for local lock managers 46 
and 47, respectively. Each lock table includes multi-field entries which assist the owning 
lock manager in processing, maintaining, and releasing locks. The global table 70 contains 
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entries for LP locks, one such entry being indicated by 72. Each global table entry includes a 
Name field which identifies the data resource to which the lock applies. For example, an LP 
lock on page PN has an entry in the Name field which includes the page identifier PN. The 
Name field may also include other information necessary to the design and operation of an 
implementing system. See, e.g., Abstract and column 5, lines 40-58. 

Mohan et al. is directed to lock processing for shared data. While Mohan et al. 
discloses the use of lock table, it does not teach a lock request to change an attribute of 
another storage volume. More specifically, Mohan et al. fails to teach issuing a lock request 
to the second storage subsystem when the controller receives a request from the external 
device to change an attribute of the second storage volume to write protect state, as recited in 
independent claims 1 and 18; or sending a second request from the first storage subsystem to 
the second storage subsystem if the target volume is determined to be the second storage 
volume, the second request being a request to modify the attribute of the target volume, as 
recited in independent claims 5 and 16. 

2. U.S. Patent No. 5.832,484 

The patent to Sankaran et al., US 5832484, discloses a database system and 
methods for improving scalability of multi-user database systems by improving management 
of locks used in the system. The system provides multiple server engines, with each engine 
having a Parallel Lock Manager. More particularly, the Lock Manager decomposes the 
single spin lock traditionally employed to protect shared, global Lock Manager structures into 
multiple spin locks, each protecting individual hash buckets or groups of hash buckets which 
index into particular members of those structures. In this manner, contention for shared, 
global Lock Manager data structures is reduced, thereby improving the system's scalability. 
Further, improved "deadlock" searching methodology is provided. Specifically, the system 
provides a "deferred" mode of deadlock detection. Here, a task simply goes to sleep on a 
lock; it does not initiate a deadlock search. At a later point in time, the task is awakened to 
carry out the deadlock search. Often, however, a task can be awakened with the requested 
lock being granted. In this manner, the "deferred" mode of deadlock detection allows the 
system to avoid deadlock detection for locks which are soon granted. 
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Two types of locks are provided: an exclusive address lock and a shared 
address lock. The shared address lock is provided so that multiple readers of an object can 
dos o in a shared fashion, thereby avoiding the need for the readers to serialize one after 
another. In one embodiment, the lock record includes a previous pointer (lrprprev) and a next 
pointer (lrprnext), for establishing a linked list of lock records-the "context chain". The 
context chain exists on a per task basis: given a task, the chain indicates the locks which the 
task holds. The next set of pointers, lrprev and lrnext, link the lock record to the log manager 
data structures. A spin lock for the hash bucket is provided by lrspinlock. This is a new data 
member which is added for supporting parallel lock management. An identifier representing 
the task holding or waiting for the lock is stored by lrspid. The next data member, lrtype, 
stores a lock type for logical locks. See, e.g., Abstract and column 27, lines 24-29; and 
column 27, line 57 to column 28, line 3. 

Sankaran et al. is directed to improving management of locks in a multi-user 
database system. While Sankaran et al. discloses management of locks, it does not teach a 
lock request to change an attribute of another storage volume. More specifically, Sankaran et 
al. fails to teach issuing a lock request to the second storage subsystem when the controller 
receives a request from the external device to change an attribute of the second storage 
volume to write protect state, as recited in independent claims 1 and 18; or sending a second 
request from the first storage subsystem to the second storage subsystem if the target volume 
is determined to be the second storage volume, the second request being a request to modify 
the attribute of the target volume, as recited in independent claims 5 and 16. 

3. U.S. Patent No. 5.933.824 

The patent to DeKoning et al., US 5933824, discloses methods and associated 
apparatus for coordinating file lock requests from a cluster of attached host computer systems 
within I/O controllers (e.g., intelligent I/O adapters) attached to a storage subsystem. The I/O 
controllers, operable in accordance with the methods of the invention, includes semaphore 
tables used to provide temporary exclusive access to an identified portion of an identified file. 
The host systems request the temporary exclusive access of a file through the I/O controllers 
rather than over slower network communication media and protocols as is known in the art. 
The I/O controllers then manage a plurality of competing lock requests to provide mutual 
exclusivity of the file access. The file lock management is therefore managed over the higher 
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bandwidth storage interface channels of the host systems and without the generalized network 
protocols burdening the lock management process and the host system CPUs. The I/O 
controllers in which the methods of the invention are operable, as referred to herein, includes 
the controller within a storage device such as a RAID subsystem and decentralized control 
storage devices such as a RAID subsystem or a storage subsystem with control decentralized 
to a plurality of intelligent host adapters associated with the cluster of host systems. 

The controller determines if other previously granted locks are for overlapping 
portions of the same file. Each lock that is granted is stored in a table entry retaining the file 
identifier and the associated extent of the granted locks along with an allocated semaphore 
used to lock the identified file. The method searches the table of granted locks to determine 
if a new lock request overlaps the locked portions of granted file locks. If a newly requested 
file lock overlaps a previously granted file lock, the new file lock request must await release 
of the granted lock. The request is deferred until the overlapping lock(s) are released. If no 
overlapping locks are located, the newly requested file lock may be granted immediately. 
See, e.g., Abstract and column 7, lines 51-67. 

DeKoning et al. is directed to coordinating lock requests from a cluster of host 
computer systems. While DeKoning et al. discloses coordinating lock requests, it does not 
teach a lock request to change an attribute of another storage volume. More specifically, 
DeKoning et al. fails to teach issuing a lock request to the second storage subsystem when the 
controller receives a request from the external device to change an attribute of the second 
storage volume to write protect state, as recited in independent claims 1 and 18; or sending a 
second request from the first storage subsystem to the second storage subsystem if the target 
volume is determined to be the second storage volume, the second request being a request to 
modify the attribute of the target volume, as recited in independent claims 5 and 16. 

4. U.S. Patent No. 6,151.659 

The patent to Solomon et al., US 6151659, discloses a distributed raid storage 
system that has at least three data storage disks and a plurality of processing nodes in 
communication with the data storage disks. Each of the processing nodes shares access to the 
data storage disks, and each of the processing nodes includes a distributed lock manager that 
allows or denies access to selected stripes of data storage sectors on any of the data storage 
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disks. Each of the processing nodes includes an interface to a private communication link to 
a single one of a plurality of host operating systems. 

One embodiment employs a distributed lock manager 102 which runs on each 
processing node. This manager is responsible for arbitrating access to the data stripes. The 
manager ensures there is no contention between processors for access to different portions of 
the same disk drive, and if there is a conflict, the manager coordinates the access so as to 
insure consistency of the parity data with the write data. In a preferred embodiment, the 
management is achieved through setting and releasing locks of various types depending on 
the disk access desired. See, e.g., Abstract and column 4, lines 3-14. 

Solomon et al. is directed to a distributed lock manager. While Solomon et al. 
discloses the setting and releasing of locks, it does not teach a lock request to change an 
attribute of another storage volume. More specifically, Solomon et al. fails to teach issuing a 
lock request to the second storage subsystem when the controller receives a request from the 
external device to change an attribute of the second storage volume to write protect state, as 
recited in independent claims 1 and 18; or sending a second request from the first storage 
subsystem to the second storage subsystem if the target volume is determined to be the 
second storage volume, the second request being a request to modify the attribute of the 
target volume, as recited in independent claims 5 and 16. 

5. U.S. Patent No. 6,268,850 Bl 

The patent to Ng, US 6268850, discloses a user interface that permits a 
programmer or other person to manage lock groups for classes. The programmer enters 
information through the user interface to define new lock groups, update defined lock groups, 
and delete lock groups. The programmer manages the lock groups in the classes, and an 
optional mapping tool maps the defined lock groups when converting data between an object 
model and a relational model. 

The user interface may be used to modify or delete existing lock groups. A 
mapping tool can map the lock groups during mapping of data between objects in an object- 
oriented model and tables in a relational model. Thus, a user's specified lock groups are 
saved and need not be repeatedly re-created. See, e.g., Abstract and column 3, lines 34-40. 
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Ng is directed to managing lock groups for classes. While Ng discloses the 
use of lock groups, it does not teach a lock request to change an attribute of another storage 
volume. More specifically, Ng fails to teach issuing a lock request to the second storage 
subsystem when the controller receives a request from the external device to change an 
attribute of the second storage volume to write protect state, as recited in independent claims 
1 and 18; or sending a second request from the first storage subsystem to the second storage 
subsystem if the target volume is determined to be the second storage volume, the second 
request being a request to modify the attribute of the target volume, as recited in independent 
claims 5 and 16. 

6. U.S. Patent No. 6.499.058 Bl 

The patent to Hozumi, US 6499058, discloses a conventional data shared 
system using a plurality of processing nodes and data storage units in a storage area network 
using SAN OS was a volume-level locking or a file-system-level locking through one limited 
server. A locking system for SAN proposed this time is one that is a file-system-level 
locking and creates no single point of failure. Namely, the locking system is incorporated 
into each storage unit of Storage Area Network to run software. As a result, the storage unit 
is converted to an intelligent form and an acceptor (1) for a first protocol and an acceptor (2) 
for a second protocol coexist. This allows the acceptor (1) to perform a locking mechanism 
and the acceptor (2) to perform data transfer, so that the locking system that is a file system 
level locking and that creates no single point of failure can be realized. The plurality of 
protocols is thus used so as to execute data control and data transfer efficiently. 

The lock mechanism relates to a method for sufficiently bringing about high- 
speed performance of storage area network without causing single-point-of- failure and relates 
to its apparatus. An apparatus having embedded software is used, and is put in a storage unit 
in SAN and manages a file system of only data stored in the storage unit. The use of such an 
apparatus makes it possible to manage the lock, which is conventionally managed by one 
processing unit, in a spread manner on a storage side corresponding to each data. See, e.g., 
Abstract and column 6, lines 19-28. 

Hozumi is directed to a locking mechanism for file system level locking. 
While Hozumi discloses managing a lock to create no single point of failure, it does not teach 
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a lock request to change an attribute of another storage volume. More specifically, Hozumi 
fails to teach issuing a lock request to the second storage subsystem when the controller 
receives a request from the external device to change an attribute of the second storage 
volume to write protect state, as recited in independent claims 1 and 18; or sending a second 
request from the first storage subsystem to the second storage subsystem if the target volume 
is determined to be the second storage volume, the second request being a request to modify 
the attribute of the target volume, as recited in independent claims 5 and 16. 

7. U.S. Patent Publication No. 2003/0182285 Al 

The published patent application to Kuwata, 20030182285, discloses a file 
locking method and implementation that allows a plurality of user sessions to open and read a 
file, but at any one time, only one session will be allowed to change the data displayed in the 
browser window and to update the file. This file locking method sets up a file access priority 
by using file locks that are date-time stamped and session stamped. The types of lock 
associated with the present invention include read lock, authority lock, write lock, and folder 
lock. When a session/user requests access to a file, the application will check a lock table 
associated with the requested file. For each lock on the file, there is an entry in the lock table 
for each of the attributes of the lock: lock type, session owner, date-time stamp. Depending 
on the lock and the existing locks on the file, the requesting session may be granted a lock. 
After the access request is fulfilled, the file lock may be removed. When a session expires, 
all the locks owned by this session will be invalidated and removed. 

The file locking method works by enabling a file lock depending on the 
priority of the types of lock and the priority of the lock request. Various realizations of the 
invention involve the operation of the lock system with respect to three common types of 
requests: read, write and modify. These operations can be applied to both documents and 
folders. The locks are preferably implemented as temporary files with the attributes of the 
locks encoded in the file name to facilitate searching and comparing lock types. Each lock 
file name contains the name of the lock item, combined with the requested date-time in 
milliseconds, the session ID and the type of lock. See, e.g., Abstract and paragraphs [0024]- 
[0025]. 
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Kuwata et al. is directed to a file locking for setting up a file access priority by 
using file locks that are date-time stamped and session stamped. While Kuwata et al. 
discloses the use of file locks with attributes encoded in the file name, it does not teach a lock 
request to change an attribute of another storage volume. More specifically, Kuwata et al. 
fails to teach issuing a lock request to the second storage subsystem when the controller 
receives a request from the external device to change an attribute of the second storage 
volume to write protect state, as recited in independent claims 1 and 18; or sending a second 
request from the first storage subsystem to the second storage subsystem if the target volume 
is determined to be the second storage volume, the second request being a request to modify 
the attribute of the target volume, as recited in independent claims 5 and 16. 

8. U.S. Patent Publication No. 2003/0187860 Al 

The published patent application to Holland, 20030187860, discloses using 
whole-file and dual-mode locks to reduce locking traffic in data storage systems. This is a 
methodology wherein two different types of locks are used by a storage manager when 
multiple clients wish to access a particular redundantly-stored file. Simple byte-range based 
mutual exclusion (or mutex) locks are granted by the storage manager for data writes/updates 
to the file when the file is in the fault-free state, and individual readers/writers (R/W) locks 
are granted by the storage manager when the file is in the degraded state. No read locks are 
required of clients when the file object is in the fault- free state. During the fault-free state of 
the file object, when exactly one client is writing to the file object, the storage manger grants 
that file object a whole-file lock valid over the entire file object. Each client may have a 
client lock manager that interacts with appropriate storage manager lock manager to request 
and obtain necessary locks. These various locking mechanisms reduce lock-related network 
traffic in a data storage system. 

In one embodiment, the lock table maintained by the CLM may contain a 
record of the identity of the CAP (the CAP# column in FIG. 3) that has been granted a lock, 
the object ID (the object # column in FIG. 3) of the object being accessed by the CAP, and 
the byte-range over which the lock has been granted to the CAP. Some additional 
information in the CLM lock table may include, per entry, an indication whether the 
corresponding lock is held active or inactive and whether the lock is for a data read operation 
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or a data write operation. Generally speaking, the lock table in the CLM 42 is specific to the 
CAPs running on the respective client computer. See, e.g., Abstract and paragraph [0046]. 

Holland relates to the use of two different types of locks by a storage manager: 
simple byte-range based mutual exclusion locks when the file is in the fault-free state (see 
FIG. 4) and individual readers/writes locks when the file is in the degraded state (see FIG. 5). 
It does not teach a lock request to change an attribute of another storage volume. More 
specifically, Holland fails to teach issuing a lock request to the second storage subsystem 
when the controller receives a request from the external device to change an attribute of the 
second storage volume to write protect state, as recited in independent claims 1 and 18; or 
sending a second request from the first storage subsystem to the second storage subsystem if 
the target volume is determined to be the second storage volume, the second request being a 
request to modify the attribute of the target volume, as recited in independent claims 5 and 
16. 

9. Japanese Patent Publication No. JP 2000-148714 

The Patent to Nakajima, JP 2000148714, discloses lock management between 
systems that uses a coupling mechanism without using a communication means other than the 
list structure of the coupling mechanism managing lock information by equipping a global 
lock manager with a communication function between respective local lock managers. A 
lock table comprises the global lock manager and local lock managers. To a lock request 
from a coupling mechanism lock manager, an option indicator is added. At the lock request, 
the lock table is compared and possibly updated. When the lock request is successful, the 
lock table is updated and lock information is registered in a list for lock information storage 
specified with a holder ID. If the lock request ends in failure and the option indicator is 
requested, the list number of a list for communication is found from a lock conflict control 
table 240 and lock information is registered in the list for communication. 

Nakajima et al. is directed to managing lock information by a global lock 
manager. While Nakajima et al. discloses the use of a lock table and a lock request, it does 
not teach a lock request to change an attribute of another storage volume. More specifically, 
Nakajima et al. fails to teach issuing a lock request to the second storage subsystem when the 
controller receives a request from the external device to change an attribute of the second 
storage volume to write protect state, as recited in independent claims 1 and 18; or sending a 



Page 12 of 13 



Appl. No. 10/812,537 
Petition to Make Special 



PATENT 



second request from the first storage subsystem to the second storage subsystem if the target 
volume is determined to be the second storage volume, the second request being a request to 
modify the attribute of the target volume, as recited in independent claims 5 and 16. 



(f) In view of this petition, the Examiner is respectfully requested to issue 
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SOLUTION: A lock table 200 comprises the global lock 
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